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Standard Statement  
The appropriate application of security classification is the first step in ensuring the integrity, 
availability, sensitivity and/or value of data and information.  
 

Authority  
 Government Organization Act 

 Records Management Regulation 

 

Scope  
This standard applies to all departments defined under section 14 of Schedule 11 of the 
Government Organization Act and agencies, boards and commissions as defined in schedule 1 
of the Freedom of Information and Protection of Privacy Regulation. 
 
Agencies, boards and commissions that are not contained within schedule 1 of the Freedom of 
Information and Protection of Privacy Regulation are encouraged to align with this standard.   
 
Departments requiring an exception must contact Enterprise Information Management to 
discuss the exceptions process.  
 

Standard Description 
This standard describes the four security classification levels from which departments must 
select when applying data and security classification. This standard aligns with the data and 
information security classification levels established by the Government of Canada, and 
supports data and information sharing across jurisdictions. 
 

Standard Specification  
This standard describes the four data and information security classification levels that will be 
used to classify all data and information that are received, created, held by or retained on behalf 
of the Government of Alberta. 
 
Information Security Classification Levels 

Level Description 

PUBLIC 
 

Applies to data and information that, if compromised, will not 
result in injury to individuals, governments or to private 
sector institutions.  

PROTECTED A Applies to data and information that, if compromised, could 
cause injury to an individual, organization or government. 

PROTECTED B Applies to data and information that, if compromised, could 
cause serious injury to an individual, organization or 
government. 

PROTECTED C Applies to data and information that, if compromised, could 
cause extremely grave injury to an individual, organization or 
government. 

  

  

http://www.qp.alberta.ca/documents/Acts/g10.pdf
http://www.qp.alberta.ca/documents/Regs/2001_224.pdf
mailto:sa.informationmanagement@gov.ab.ca
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Roles and Responsibilities  
Please see the Data and Information Security Classification Guide for details on roles and 
responsibilities. 
 

Compliance 
Consequences of non-compliance with this policy could result in damage to Government of 
Alberta’s reputation, expose Albertans to harm and/or incur unnecessary costs. Depending on 
the severity of non-compliance:  

 either informal or formal requests and/or follow-ups may be made by Enterprise 
Information Management, Corporate Internal Audit Services, Corporate Information 
Security Office, Office of the Information Privacy Commissioner, and/or Public Service 
Commission; and 

 legislated disciplinary action (i.e., Public Service Act) may be taken.  
 

References and Supporting Resources 
 Data and Information Security Classification Guide 

 Data and Information Security Classification Label Exception Guidance 

 FAQ – Data and Information Security Classification (GoA Employees Only) 

 Exchange Online – Data and Information Security Classification (GoA Employees 
Only) 

 Technical Guide: Government of Alberta Physical Information Storage Facilities 

 Technical Guide: Appropriate Access to Data and Information 

 Technical Guide: Labeling Data and Information 

 Technical Guide: Storing Data and Information 

 Technical Guide: Transmitting Data and Information 

 

https://imtpolicy.sp.alberta.ca/guidelines/Pages/DISC-Guide.aspx
https://imtpolicy.sp.alberta.ca/guidelines/Pages/DISC-Guide.aspx
https://imtpolicy.sp.alberta.ca/standards/pdf/Data-and-Information-Security-Classification-Exception.pdf
https://imtpolicy.sp.alberta.ca/standards/Supporting%20Documents/FAQ_Data-and-Information-Security-Classification.pdf
https://eoi.sp.gov.ab.ca/M365/EXO/SitePages/Data%20and%20Information%20Security%20Classification%20in%20Outlook.aspx
https://eoi.sp.gov.ab.ca/M365/EXO/SitePages/Data%20and%20Information%20Security%20Classification%20in%20Outlook.aspx
https://imtpolicy.sp.alberta.ca/guidelines/Pages/DISC-Guide.aspx
https://imtpolicy.sp.alberta.ca/standards/pdf/Technical-Guide_Appropriate-Access-to-Data-and-Information.pdf
https://imtpolicy.sp.alberta.ca/standards/pdf/Technical-Guide_Labeling-Data-and-Information.pdf
https://imtpolicy.sp.alberta.ca/standards/pdf/Technical-Guide_Storing-Data-and-Information.pdf
https://imtpolicy.sp.alberta.ca/standards/pdf/Technical-Guide_Transmitting-Data-and-Information.pdf

